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2



Reflecting this focus on cyber resiliency, this report 

• 

•  

•  

•   

•    

Sincerely,
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HIGHLIGHTS FROM THIS 
REPORT
•  

•  

•  

•  

•  

•  
bolster cyber resiliency effectiveness.
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•  A focus on limiting or lowering risk exposure 

•  

•  

DATA ESTATES 
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‘blended’ environments (mixing either cloud or cloud 

in 2024.

DATA ESTATES 
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multiple clouds – it’s messy, 

 

You lose the context of the 

cyber incident, it’s much 

quickly recover.”
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1.  

2. 

require for recovery. 

5 to 8 weeks 

THE TOP 2 ISSUES IMPEDING 
DATA MANAGEMENT & SECURITY 
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1.  

environments;

2.  

3.  

3 Things Business Executives Need to Consider

BREACH RECOVERY
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or intend to use, cloud services in the next 12 months 

environments.

tools (e.g. Azure tools for Azure, AWS for AWS, GCP for 

•  

•  28% experience protection 

inconsistent employee skills. 

•  

BREACH RECOVERY 
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the pressure on businesses to 
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months… • Cost;

• Complexity;

•  

• 

• 

But when did you properly test it?

BREACH RECOVERY
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ANZ
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CYBER ATTACKS

Not quite. 

0%

20%

40%

60%

80%

AU NZ ANZ

ANZ

18



security providers (29%). 

•  

•  

•  
tools. 

ANZ
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CYBER SECURITY = CYBER 
RESILIENCY

business recovery – cyber resiliency. 1.”

cyber resiliency?
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works well’. 

security protection. 

We believe the lower levels of  self-

resiliency. 
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STRENGTHENING RECOVERY 
AND RESILIENCY

1.  

2.  

 • 

 • 

 • 

 • 

3.    for cyber 
security.

4.   Using 
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where recovering little 

recovery simply does not 

Better data recovery post breach

Advanced data analytics

Data collaboration without compromising

Strong compliance capabilities

Data segregation

Access controls & audit trails

Rank 1 Rank 2 Rank 3

st benefit, 2 = 2nd, etc.
ANZ
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AI FOR CYBER SECURITY  
AND RESILIENCY
Offensive or defensive AI, or both? 

more offensive or defensive in intent?

those using AI:
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cyber resiliency, helping 

protection environments? 
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PARTNER ECOSYSTEM 
SUPPORT 

1. 

2.  

3. 

4. 

5.  
requirements.
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IN CLOSING
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resiliency.

COMMVAULT PERSPECTIVE
In today’s complex and ever-evolving cyber landscape, organisations must prioritise cyber resilience to ensure 
the continuity of their business operations and protect their valuable data. The State of Data Readiness Cyber 
Resiliency Edition report for ANZ highlights several best practices that can help organisations enhance their 
cyber resilience capabilities. These best practices include:
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By implementing these best practices, organisations can strengthen their cyber resilience capabilities and better 
protect their data and business operations. It is crucial for organisations to bridge the gap between business 
expectations and technology reality, embrace technologies like data immutability and cleanrooms, leverage AI for 
cyber security, and engage with trusted technology partners. These practices will help organisations minimise the 
impact of cyber attacks, and ensure the continuity of their business operations in the face of evolving cyber threats.
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100-199: 153 (51%) 
200+ : 147 (49%)

50-199: 52 (52%)
200+: 48 (48%)

Country distribution:

APPENDIX

AU NZ
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ABOUT

For more information email: Marketing.APAC@insight.com www.techresearch.asia
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