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The Path
to Digital

Transformation: <>
Where IT Leaders Stand ///

in 2024

Evolution in Al, cloud, cybersecurity and consumption has brought digital transformation to a critical juncture
as IT leaders stack multifaceted initiatives across key technology areas in a bid to lock in desired outcomes.

In this ebook, we break down the leading priorities and challenges cited by today’s decision-makers and
offer insights on how to ensure a winning strategy.
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About the survey

Total respondents:
400

Respondent profile:
Senior IT decision-makers at
U.S. enterprise organizations

Average company size:
15,609 employees

Field dates:
March 28,2024 — April 11, 2024

Geography:
u.s.

Introduction

Decades ago, technology offered an add-on or upgrade — a fresh way to get things done.
Now, it's the foundation. For the modern enterprise or agency, strategic success requires
several moving parts across the IT landscape to fall into place, interlocking. It takes an
orchestrated convergence of multiple critical technologies for an ambitious organization
in the present day to realize desired outcomes.

In this year’s Insight-commissioned digital transformation survey, conducted by
Foundry, we see business goals like security, flexibility, efficiency and scalability shaping
technology priorities and trends. At the same time, as key technologies evolve, we see
decision-makers pivoting to prioritize the solutions that will help resolve top challenges
and enable them to reach goals faster.



Familiar objectives and obstacles

Despite rapid changes in organizations’ approaches to Al, cloud and other core technologies, priorities
and pitfalls remain relatively unchanged since the last survey — and even the one before that.

As for top objectives, decision-makers continue to prioritize optimizing data and analytics capabilities
(47%) and increasing cloud adoption (43%) for the third year running. Risk mitigation remains in the
top four, as well, tied with generative Al — a new addition in the 2024 survey.

Top objectives to enable digital transformation
(select three)

B April 24 Dec. ‘22

Optimizing data and analytics capabilities such as Al, _ 47%

machine learning and loT 51%
. 3o
I -7

g0

39%

Increasing cloud adoption via multicloud or hybrid models
49%

Leveraging generative Al to enhance innovation*

Mitigating risk with stronger cybersecurity programs

Modemizing legacy infrastructure and networking _ 31%

technologies 39%

I 0%

31%
N 0%
35%
I s

I 21

20% *This answer option is new in 2024.

Transforming cultureto adopt new development models
Transforming/modernizing legacy applications
Integrating insights from edge devices into data analysis

36%

Repatriating cloud workloads to an on-premises model



INTRODUCTION

Gaps in technology skills and knowledge

Budget constraints to fund innovation

Infrastructureis not optimized to support new technologies
such as gen Al*

Cultural misalignment/disconnects between IT operations
and development teams

Inadequate data analysis capabilities for decision-making

Technical debt (resulting from M&A activity, technology silos,
etc.)

Lack of a unified, proactive approach to security and
governance

None

The story around obstacles is similar:

Skills gaps (44%), budget constraints (43%) and inadequate infrastructure to support
modern technologies (42%) continue to top the list of roadblocks inhibiting innovation.

Infrastructure and operational constraints inhibiting innovation
(select all that apply)

B April 24

B 5%

*This answer option is updated in 2024 to reference gen Al.
The 2023 version referenced digital dexterity.

11%



Four focal points emerge in key findings.

Echoing organizations’ top objectives, we found our most significant findings from this year’s survey
fit into one of the four following categories:

Cybersecurity

Multicloud As a service

Furthermore, within each category, decision-makers have multiple initiatives in play. And, looking
at the types of efforts underway, a theme emerges: Broadly speaking, in 2024, adoption and
acceleration are not primary concerns — decision-maker energy is now focused on tailoring IT
solutions to meet the organization’s overarching goals.

#] 42 #3 #4

Customizing Al to Strategizing Updating security Increasing
match top use cases workload alignment strategies to address as-a-service
to meet cloud new concerns adoption to improve

priorities performance

Read on to uncover which
tactics have emerged

as leading strategies for
aligning technological

capabilities and solutions
to desired outcomes.
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Section 1: Customizing Al to match top use cases

Unsurprisingly, given the recent rapid
developments in the Al space, survey Al/ML adoption
results show that nearly_a” deCISl_On_ The organization has optimized and automated it
makers (92%) report their enterprises through the use of best practices.

are leveraging or testing Al/Machine

23%

. The organization has adopted an enterprise
Leammg (ML) teChnO|Ogy' strategy for it but has yet to mature processes and
capabilities.

29%

The organization has adopted it and is using itin

0,
various departments. 25%

The organizationis leveraging it for prototypes or

proof of concepts. 16%
The organization is aware but hasn’t embraced it. - 8%
We asked all respondents leveraging
or testing Al to also cite their Importance of Al use cases: Top priority today
organizations’ highest-priority Al use (among those leveraging or testing Al technology)

cases. Notice that data and analytics
[ . cybersecurity threat analysis - || /7~
capabilities and risk mitigation
feature highly, reflecting top digital Process automation and optimization ||  RERRRR 7
transformation goals overall. Real-time information access and search for improved decision-making _ 64%
Fraud/anomaly detection | -
Creating highly personalized end-user experiences _ 61%
predictive system maintenance [ MMM '
L ) VP+ titles: 62%
Optimizing energy/resource consumption _ 57% — Directors: 48%
Autonomous systems (vehicles, drones, robots, smart infrastructure) _ 55%
. __ VP+titles: 58%



And, while less than one-quarter of organizations say they have already Create, consume, adapt.
optimized AI/ML,°> the intention to do so seems apparent, based on
interest in custom Al solutions and Al Centers of Excellence (CoEs).

A full 74% of respondents reported they have focused time and
budget on building custom Al tools, either as a stand-alone approach
or in conjunction with off-the-shelf tools. For those who choose'to create their own Al
solutions, (20% of survey respondents), this means
building custom Al tools from scratch— a highly
demanding and resource-intensive project.’

When it comes to‘Al adoption, there are three common
approaches: create, consume and adapt.

Approach for executing on Al initiatives
(among those leveraging or testing Al technology) For those with less demanding Al use cases,

consuming off-the-shelf Al offers'many

54% L s :
organizations (26% of survey respondents) a simple

approach to faster Al adoption:®

For those seeking a more strategic balance of

speed and simplicity plus tailored tool sets, the
adaptive approach brings together the flexibility

of custom Al and ease of off-the-shelf solutions to
create something new. While it is possible that survey
respondents who reported using.both approaches

are simultaneously but separately leveraging custom
and off-the-shelf Al, the likelier possibility is that most
of them are adapting off-the-shelf solutions with a
custom Al tool and/or enhancing custom Al efforts

26%
20%

Building custom Implementing Using both . '
Al off-the-shelf Al approaches with off-the-shelf offerings.




SECTION 1: CUSTOMIZING Al TO MATCH TOP USE CASES

Not only do organizations plan to capitalize on Al

through custom-built solutions, they are also realizing the
importance of building an Al CoE. While less than one-third
(29%) have already built an Al CoE, 62% are planning to or
experimenting with doing so.’

An Al CoE allows organizations
to remove team silos and
accelerate Al impact.

What about generative Al?

Generative Al has played a considerable role in making Al more accessible
in the last couple of years. Given its newfound accessibility and increased
rate of adoption, we also wanted to find out how organizations plan to use
generative Al to drive business value and innovation.

The top uses include:™

0100 Y

11

008

Data augmentation Intelligent search Personalized
(40%) (39%) recommendations

(35%)

As IT leaders continue to pursue ways to drive more value from their
organizations’ data, priorities for Al — including generative Al — indicate
increasing expectations for Al to help accelerate that value, empowering
data-driven decision-making and innovation potential.

Supporting Al with scalable infrastructure

Making the most of Al requires flexible, scalable cloud and data
infrastructures with the capabilities needed to support Al. While this year’s
survey does not offer direct insights into how organizations are aligning their
cloud compute strategy to support Al, it does offer a high-level look at trends
around hybrid cloud and repatriation. Given the interconnectivity between
the facets of an organization’s IT landscape, it seems highly probable that
this need to support data-driven initiatives using Al and ML is at least one
driver behind cloud optimization.

9MarketPulse Research by Foundry Research Services. (June 2024). The Path to Digital Transformation: Where IT Leaders Stand in 2024. Slide 21. Commissioned by Insight.
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Section 2: Strategizing workload alignment to meet cloud priorities

Cloud continues to lead as an enabler of modern infrastructure strategies. In fact, 54% of enterprise data, on average, resides in a public or hybrid
cloud.” Offering scalability and flexibility, cloud (and hybrid and multicloud) platforms provide performance enhancements and capabilities that
promote innovation. But, as survey results indicate, a cloud strategy can be difficult to fine-tune. Enter: repatriation.

Multicloud and the majority

Multicloud, especially, has gained traction: Nearly all decision-makers (98%) report current or planned use of a multicloud approach over the next
12 months. Rationale for this decision ranges from mitigating vendor-specific risks to taking advantage of vendor-specific expertise or locality.

Approaches to multicloud over the next 12 months
(select all that apply)

10,000 employees
or more: 36%
0 ————————————————
46% 1,500-9,999
employees: 53%
Use of multiple cloud providers for a single application to 0
improve scalability and accommodate fluctuations in 27%
demand

Nearly all decision-makers (98%) report
current or planned use of a multicloud
2%

Spread workloads across multiple cloud providers to mitigate

vendor-specific risks
(e.g., service disruptions, pricing changes or security vulnerabilities)

Select cloud providers for specific applications
based on their strengths and expertise

Leverage cloud providers in different regions to meet
requirements around compliance, data sovereignty,
performance or business continuity

Not using multiple clouds approach over the next 12 months.

Especially as organizations tailor digital transformation to accommodate new capabilities and multiple efforts, and as hyperscalers invest in varying areas of
specialization, multicloud is a smart strategy for balancing cost and performance while leveraging targeted expertise as needed.



SECTION 2: STRATEGIZING WORKLOAD ALIGNMENT TO MEET CLOUD PRIORITIES|

Despite these advantages,
respondents also cite drawbacks
to multicloud, with security

and complexity topping the list.
Interestingly, training and hiring
concerns crop up as well, echoing
the most commonly cited pain
point in pursuit of innovation:
skills and knowledge gaps.

It seems similar challenges

are cropping up in the public
cloud space, as well, resulting

in repatriation efforts. Nearly
half (46%) of public cloud-based
workloads will be repatriated

(to an on-premises or private
cloud environment) over the next
12 months.™ The primary reasons
behind workload egress echo the
top multicloud concerns, with
risk mitigation and performance

Concerns with multicloud strategy
(select all that apply)

Cloud security challenges

Increased complexity

52%

Finding the “best-fit” platform for each workload
(based on pricing, performance and/or capabilities)

45%

Training and hiring to manage additional cloud management
tools

42%

Resiliency/disaster recovery

38% —

Wasteful or unpredicted cloud usage

None . 4%

34%

Reasons for repatriating public cloud workloads
(select three)

To ensure privacy and compliance for certain data

To improve recoverability and business continuity

To improve performance or latency issues

To better tailor or customize solutions to meet unique needs 33%

To process data closer to its source 33%

To modernize legacy workloads before returning them to the cloud 32%

. . . . . 0,
being key considerations. To reduce cloud resource consumption/overall cloud spending _ 29%
To correct poor initial roadmapping/migrations _ 25%
Don’t know I 1%
MarketPulse Research by Foundry Research Services. (June 2024). The Path to Digital Transformation: Where IT Leaders Stand in 2024. Slide 30. Commissioned by Insight
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56%

Most often mentioned by
those in financial services
organizations (57%)

Most often mentioned by
those in retail
organizations (55%)

VP+ titles: 43%
Directors: 30%

Source: Foundry'

42%
42%
42% Most often mentioned

by those in healthcare
(49%)

Most often mentioned
by those in
manufacturing (40%)

Source: Foundry'
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Restoring balance
with repatriation

Repatriation allows organizations to
take stock of the right location for a
given workload and optimize that
location to achieve a desired outcome,
whether cost-efficiency, reduced latency,
compliance or otherwise.

Most commonly, we see workloads
moved to accommodate data privacy
and support business continuity. Among
workloads destined for repatriation,
those with unique requirements

or dependencies (48%) and those

with special security or compliance
requirements (38%) take the lead.

Workloads organizations plan to repatriate from a public cloud

Workloads with unique requirements or dependencies
Workloads with special security or compliance requirements

Development and testing environments

Workloads with large storage requirements
(including high-performance compute)

Workloads with unexpected high costs in the cloud
Workloads with latency and connectivity issues
Back-end databases

Legacy applications that haven’t been modernized
Workloads with little to no business impact
Temporary or seasonal workloads

Don’t know

(select all that apply)

I 45 — Most often mentioned by those

I ::
I
I 5o
I s
I 4

in smaller enterprises with
1,500-9,999 employees

(47% compared to 36% among larger
enterprises)

Most often mentioned by

those in smaller enterprises with
1,500-9,999 employees

(40% compared to 28% among larger
enterprises)

________E=D

I -1

Most often mentioned by those

I 317
gl
I

in financial services (40%)

Considering the way security and risk mitigation continue to crop up in the cloud conversation, it’s no wonder cybersecurity is a core focal point in this
survey’s key findings. Given the complexity of the multicloud landscape and the need to protect growing data volumes, it’s not likely to diminish as a top

concern anytime soon.

Reducing energy consumption with cloud

The majority (87%) of respondents indicate Environment, Social
and Governance (ESG) concerns have a moderate to significant
impact on IT investment decisions.” Results show that, among
IT investments impacted by ESG considerations, cloud ranks in

the top three for its ability to reduce energy consumption:.':

IT investment decisions primarily impacted by ESG concerns

(select three)

Adoption of technologies that enable or improve
experiences for remote/hybrid workers

Implementation of energy-efficient IT

infrastructure and devices

Use of cloud to reduce energy consumption

I, 47%
I 6%
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Section 3: Updating security strategies to address new concerns

With the addition of widespread Al adoption across the technology landscape, decision-makers have
grown increasingly uneasy about the potential for Al to assist malicious actors in executing cyberattacks.
In fact, most organizations are already acting on the perception that Al will enable cyberattackers to do
more harm, more easily: 89% of survey respondents say their organization is in the process of updating
cybersecurity strategies in direct response to perceived increase in risk.™

Rates of incidents and recovery

Despite the perception of increased risk, survey respondents reported slightly fewer instances of cybersecurity breaches than in last year’s survey.

report being impacted by a
cybersecurity breach in the
last 12 months.?°

report recovery taking
one week or longer.??

report being impacted by a
cybersecurity breach in the
last 12 months.?’

report recovery taking
one week or longer.?

11 days

was the average length of time
to recover from the most recent
cybersecurity breach.?*




SECTION 3: UPDATING SECURITY STRATEGIES TO ADDRESS NEW CONCERNS

From detection to protection

While 2023’s survey indicated nearly half of decision-makers considered improved
ransomware detection their top cybersecurity priority,? this year’s top planned initiatives
seem to shift the focus slightly, prioritizing protection over detection. Infrastructure
security, especially, seems a primary concern, with planned and current efforts
centralizing endpoints, the edge and the network.

Status of cybersecurity modernization objectives

Endpoint/loT security 43% 48%
Edge protection 43% 45%

Security operations 41% 53%
Application security/DevOps 41% 47%

Threat visibility/identification 39% 52%

Protection against malware 37% 54%

(ransomware, computer viruses, worms, trojan horses, spyware)

Incident response 37% 52%

Network security 35% 58%

Identity and access management 34% 54%

MarketPulse
%6 MarketPulse Research by Foundry Research Se

here Leaders Stand in 2023. Slide
1

esearch by Foundry

esearch Services. (February 2023). The Path to Digital Transformation: W\
vices. (June 2024). The Path to Digital Transformation: W

here IT Leaders Stand in 2024. Slic

. Planning . Underway . Not planned . Don't know

2%

2%

1%

1%

VO 2%

8% P

10% EPA%)

SV 1%

11% MR
Source: Foundry

36. Commissioned by Insight.

e 41. Commissioned by Insight

Top security
modernization priorities
(as denoted by objectives
planned and underway
combined) include:

949,

Security operations

93w

Network security

91 %

Threat visibility

9%

Endpoint/loT security

91%

Protection against
malware
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Fighting fire with fire

As we’ve navigated conversations around priorities and challenges in the last year, concerns around
the use of Al for cyberattacks is matched by a growing interest in using Al to detect and protect against

cyberattacks — fighting fire with fire.

Cybersecurity threat
analysis is the most

prioritized Al use case

In fact, threat analysis is considered far and away the highest-priority Al use case right now, with 77% of (77%).

respondents who use Al noting it has become their organizations’ top Al priority in the last 12 months.?”

Platform engineering supports data protection.

Platform engineering is a discipline intended

to accelerate the developer’s journey. It

involves designing, building and managing the
foundational infrastructure and tools that enable
the development, deployment and operation of
software applications and services.

ZT of survey respondents report their
860/0 organization has a team dedicated
to platform engineering.*®

Asked in what ways platform engineering is
accelerating their organization, survey
respondents cited improved data protection
as the primary benefit.

Addressing complexity

How is platform engineering accelerating your organization?
(select all that apply)
Most often mentioned by

those in manufacturing
organizations: 75%

Embedding security controls, policies and
compliance frameworks to protect cloud data

Automating cloud provisioning, configuration and

management
Most often mentioned by
those in high-tech
organizations: 58%

Creating self-service portals, APIs and tooling that
empower development teams

Establishing standardized practices, architectures
and processes for consuming cloud services

Providing unified interfaces and workflows for
development teams

Providing continuous monitoring of cloud
performance, cost and usage

None of the above

Don’t know

In the face of multiple threat vectors and growing privacy and compliance concerns, creating and maintaining an effective cybersecurity program continues
to be a complex endeavor. As decision-makers lead in strategic efforts across data and Al, infrastructure and cybersecurity, perhaps delegating one or more
aspect of the technology ecosystem to a trusted third party can help to relieve some of the pressure.
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Section 4: Increasing as-a-service adoption to improve performance

Returning again to the top transformation objectives of 2024 — data capabilities, cloud infrastructure, generative Al, stronger
cybersecurity — how are decision-makers to navigate this many high-priority initiatives a) simultaneously and b) independently?

The answer? They’re not.

Accelerating as-a-service adoption

Reflecting the growing need for third-party support, the adoption of as-a-service solutions has skyrocketed in the last two years, increasing
50% or more in nearly every category. In 2022, 92% of respondents were increasing or planning to increase their use of as-a-service solutions.*
In 2024, 96% are actively using one or more as-a-service delivery models — more than 80% are using three or more.?!

Use of as-a-service delivery models

. In use . Plan to leverage . Inactive/don’t know
Top as-a-service models in use:

Infrastructure as a service 81% 6% 14%
Infrastructure as a service
Storage as a service 63% 28% 9% (81%)
Security as a service 52% 38% 11%
_ Storage as a service
Network as a service 48% 45% 7%
(63%)
Hybrid cloud as a service 43% 48% 9%
Data protection as a service 40% 46% Security as a service
(52%)
Compute as a service 27% 54%
Device as a service 26% 55%
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|SECTION 4: INCREASING AS-A-SERVICE ADOPTION TO IMPROVE PERFORMANCE|

Driving operational efficiency with Device as a Service (Daa$)

The average reported device lifecycle is roughly three years.® Given all that’s involved between purchasing and procurement, monitoring and
maintenance, and all the other demands of the device lifecycle, device management can add up to become a significant resource drain and source
of inefficiency.

As decision-makers increase their focus on more strategic transformation initiatives, rather than let devices fall by the wayside, many are opting to
shift device management to a third party.

While adoption for DaaS hasn’t grown quite as dramatically as it has for infrastructure, it is on the uptick, having seen a 43% increase over the last
two years.?* For those opting into a DaaS program, primary objectives include improving operational efficiency and workforce productivity, as well
as enhanced security and compliance.

Primary objectives with respect to DaaS adoption
(among those using or planning to use Daas, select three)

Improved operational efficiency for IT _ 40% @
Improved workforce productivity _ 34% g
Enhanced security and compliance _ 33%
Device as a Service (Daas) is a

Access to the latest hardware and software technologies _ 32% subscription-based model that provides

Flexibility and scalability _ 31% organizations with hardware devices

(such as computers, laptops, tablets,

Streamlined maintenance and support _ 27% smartphones or 0T devices) along with
Asset taggingracking and management _ 24% associated services, including deployment,
management, maintenance and support,
Improved cost-per-device/Red uced device spend _ 24% for a predictable monthly fee

Environmental sustainability _ 21%
Simpler procurement/provisioning _ 21%

Source: Foundry?

MarketPulse Research by Foundry Research Services. (June 2024). The Path to Digital Transformation: Where IT Leaders Stand in 2024. Slide 35. Commissioned by Insight
**MarketPulse Research by Foundry Research Services. (June 2024). The Path to Digital Transformation: Where IT Leaders Stand in 2024. Slide 32. Commissioned by Insight
>MarketPulse Research by Foundry Research Services. (June 2024). The Path to Digital Transformation: Where IT Leaders Stand in 2024. Slide 34. Commissioned by Insight



Benefits behind as-a-service adoption

While as-a-service models are often touted as a way for organizations to streamline operations,
reduce risk and gain financial flexibility, we found decision-makers are actually turning to
service-based solutions for a different primary benefit: reliability.

Most attractive benefits of as-a-service delivery models

(select three)
Improved reliability
Improved risk management
Continuous innovation
Flexible, consumption-based pricing
Ability to scale based on need

Ensures ability to easily move to public cloud

Global accessiviliy | 5%

Reduce skills gap/skills requirements in staff _ 25%————

simpiified capacity planning | 22%

None I 1%

We asked participants to select their top three perceived benefits of as-a-service delivery models,
and reliability, risk management and continuous innovation topped the list. Consumption-based
pricing and reducing skills gaps failed to make the top three, despite skills gaps and budget
challenges remaining top inhibitors of innovation.

These perceived benefits continue to underscore a common theme. What organizations expect
out of as-a-service delivery models aligns with what we’re seeing across the other pillars: Current
initiatives prioritize the ability to optimize performance, mitigate risk and drive innovation.

10,000 employees
or more: 31%

1,500-9,999
employees: 21%
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Stack the odds in your favor.

Stay on top of several critical initiatives at once with Insight, your go-to
Solutions Integrator. With expertise in every core transformation area, we'll help
you optimize your infrastructure, accelerate Al, strengthen cybersecurity and
elevate your approach to achieving your organization’s goals.

Learn more at insight.com.

an IDG, Inc. company
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